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Abstract 

The aim of this project is to provide an understanding of virtualization, how 

it facilitates IT operations and among several points, how it can be 

resourceful for online learning. The components that were used for this task 

include a cloud server, and docker containers to facilitate interaction 

between users and VMs, a database, and frontend application. The 

creation of this system is aimed at improving virtual lab exercises. 
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Introduction 

This document describes the complete creation of a virtual docker testbed 

environment involving the use of containerization technology. It would aid in 

providing a comprehensive understanding how a virtual system would 

operate. It also includes how I was able to overcome challenges 

encountered, such as what worked, what did not, modifications and 

importantly, testing.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Project Description 

After spending some good time seeking a way to start this project, I felt the 

first thing to begin with is where do I contain the services required to build 

the environment? And with the advances technology has made in 

virtualization, I decided to use cloud technology due to increased agility and 

flexibility. This is where Linode became very resourceful. With Linode, I 

created a server. 

 

 
 

Services 
• MySQL 

• Php 

• Docker 

• Httpd 

• Ssh 

  



How to Access the Application 
139.162.198.212 
 

Paste the following IP Address into your browser, on the login page, enter the following student 

or tutor’s credentials: 

 

Student 

Username =  student001@test.com 

Password =  Testbed 

 

Tutor 

Username = superadmin@site.com 

Password =  Pass@123 

 

 

To Access the SQL Database, use the following URL: 139.162.198.212/phpmyadmin 
 

And use the following credentials 

Username: root 

Password: 123 

Chosen Distribution 

Choosing a preferred distro to deploy is one of the initial steps I took 

in deploying this Instance.  Linux OS was what I used for this task. Linode 

provided me with Linux distributions to choose from. This option allowed 

me to begin with a reliable Linux operating system including the creation of 

my own software stack from the ground up. For this project I selected the 

latest LTS release of Ubuntu (20.04 LTS currently). 

Remote Access to Server 

After creating the Linode server, the next step was to log in via ssh to start 

deploying the required services such as MySQL, Apache webserver, php 

and most importantly, docker. By using SSH to remotely log into the server 

I was able to install and configure a firewall, set time zone, set a limited 

user and encrypt SSH credentials to avoid unwanted access. 

Appending SSH keys to my root user account allowed log in via ssh without 

a password possible. Keys include a private key which is stored in my local 

device and the public key which I uploaded into the server with scp (Secure 

copy protocol) 

mailto:student001@test.com
mailto:superadmin@site.com


 

 

Shared CPU 

I selected Shared CPU Compute Instance because it offers 

affordable virtual machines. It offered me a well-balanced set of services 

that are suitable for a variety of uses. Somethings that were beneficial 

about the Shared CPU included these specifications to its available plan 

 

• Shared vCPU cores 

• 100% SSD (Solid State Disk) storage 

• 40 Gbps inbound network bandwidth 

• Free inbound network transfer 

• Dedicated IPv4 and IPv6 addresses 

• Direct console access through Lish 

Docker 

The files that docker would integrate with are situated in the /var/www/html 

folder. This is where all php files/source codes that interact with docker are 

located such as register, logout, users, and quiz. Only the administrator 

would be able to access and modify these files or any configuration 

 

 



 

 

Containers 

As mentioned only the administrator or person with the correct privileges 

would be able to view containers. Some of the information available would 

include a container ID, image, period created status, ports, and name. In 

the image below you can see how this is displayed.  

 

 
 

In order to ensure and avoid resources such as CPU and the storage from 

being exhausted, administrators most especially would have to remove 

containers as soon as a class is over. This means tutors would have to 

delete the vm which triggered the container. Though this would require 

tutors to perform such action on the frontend, the same would apply to the 

backend. This way, resources of the server would be sufficient for 

upcoming tasks. Se images below 

 
 

 

 



The image below shows the command to stop the container with the image 

ID 

 
After completing the stop process, I can see in the image that the container 

has been stopped which is in the port section, on line three, there is no port 

number 

 

Ports 

When containers are triggered, they are provided with a port number which 

is how they would be communicated with by users from the front end. This 

potential of docker helps to promote isolation. I noticed that every time I 

created a VM for example kali Linux, the container it sits in is created and 

the ip address is assigned a port number. The importance of the port 

ensures the performance and speed of the VM is not disturbed. Also this 

promotes a great level of security. 

 

 
 

 

 

 



Web Application process 

The image below is a depiction of the user login interface to access 

containers holding the required Linux os vm for the particular module 

he/she would be focusing on. The application has been designed to ensure 

operations in the application is based on privileges. 

It illustrates how the software might be used by students to complete 

specific tutorials/lab activities. Tutors, and students would be the people 

allowed to access and use the application. The process would require 

students to register with the application in order to participate in lab 

activities. Registration would require students to meet up with several 

authentication conditions such as password type containing letters, 

numbers, and symbols. To get access to the page, a given link would be 

provided for students by tutors.  

Students and tutors are welcomed with the login page 

 
 



Students 

Login process involves sign in or registration. A database stores all 

information entered by students regardless of the action. The app was 

designed with policies to ensure students who do not have an account 

must register to access functions of the application as well as meet the 

registration requirements such as password criteria. Once registration is 

complete and successful, students are now presented with a login page. 

 
 

Active users 

The app notifies students with an existing account about its presence if 

they try registering again.  

 
 



User Table 

After completing the registration or login process, user credentials are then 

added to the database. This way all login details are stored in the user 

table. Some of the fields include username, email, password, and role. The 

app contains hashing to ensure security of passwords. 

 
 

Container Table 

Every container that is entered on by the web application is stored in a 

database. Same applies to the quiz which can be viewed in the image 

below.  

 
 

Quiz table 

 
 

 



Access containers 

Once login is complete, students are directed to the next page which is 

where containers hold various Linux VMs. Students would have to select 

the preferred VM by clicking on the button which displays the Linux distro 

type. When any of these buttons are clicked on, a php code is executed 

which triggers the container to launch the VM. With a php plug-in known as 

php-ssh2 plugin, the code access the server via ssh, and this launches the 

container holding the VM intended to be used. 

 

 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 



Launching VM 

Students would use the ip address that is created with its port number to 

access the vm. Once this is launched, they can now begin to work with the 

vm 

 
 

 

 

 

 

The ubuntu VM is now active and running. From this point students can 

complete their given tasks. 

 

 
 

 



Quiz 

Accessing the quiz would require students to use the quiz button which 

would direct them to a drop-down list where they can select the module 

activity they have been given.  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Students can now select the module quiz 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



The next stage would be for students to begin completing tasks and as 

soon as a task is complete, they tick each box until the end. This is then 

followed by clicking the submit button. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Tutors 

Tutors’ login credentials would be entered into the login section. 

Registration process would differ from students as tutors would have higher 

privilege than students. A login username would be given to them by the 

administrator, and they would create their password. 

 
 

View Containers 

As said, tutors would possess more rights than students and this includes 

able to view, access, examine, and delete all created containers by 

students including working students. They would also be able to create 

containers.  

 
 

 



The platform would enable tutors determine the progress of given tasks. 

This way they would be able to grade students based on the work 

accomplished. 

 

 
 

Among the privileges tutors have would be to view tasks that students have 

submitted. This part of the application would make tutors responsibility of 

examining what students have done and grade them accordingly.  

 
 

 

 



Once tutor complete their operation, they can remind students to stop 

running containers and tutors can remove containers. The administrator 

can also do this at the end of the day in order to prevent the server’s 

resources such as CPU memory, RAM, network, and storage from being 

over exhausted. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Comparison to Original Design and Specification 

The platform this system was supposed to sit on was oracle VirtualBox. 

However, after observing several setbacks and challenges that began 

developing, I brought this to the attention of my tutor. I mentioned that a 

cloud environment would be a preferred option to utilize because it 

provided greater benefits such as agility and flexibility including resources 

compared to a virtual box.  

 

Moving ahead into the project, several changes were made. It continued to 

remain a huge challenge to install docker in virtual box VM and this was 

due to the fact some dependencies were missing after the installation 

process and this always made it difficult to progress. One major reason 

was there wasn’t enough memory in the VM which is what made me 

change to cloud technology. AWS was the initial platform but after doing 

concrete research I realized from a monetary perspective, it was going to 

involve high cost. 

 

Further significant progress was faced with an issue. Connecting to a 

docker container through the web application began displaying a 

connection failure message. The reason for this was because the CPU 

threshold was very high. To be specific, over 90%. To overcome this issue, 

I logged into my Linode server and resized the CPU from 2gb to 4gb and 

not only was I able to connect but the speed, storage, and performance 

were excellent.  

 

Also, I tried implementing automation by using a script to facilitate deletion 

of containers as soon as they are stopped but this task was very adamant 

to accomplish. After doing extensive research, I came to realize 

implementing such an idea on docker containers would not be able to be 

achieved. Since containers are running instances, once they are stopped 

and removed, a script would not have the reference it’s supposed to 

execute. The solution to this problem was to maintain the initial method 



which involved remote log in to the server (administrator) and remove the 

stopped container.   

 

Learning Outcomes  

Having gone through such an experience has provided me a great wealth 

of knowledge. Working on this project exposed me to the potentials of 

containerization and virtualization technologies. Some the of information 

acquired during this period have given me a great level of confidence. This 

project helped me to explore some weaknesses in which I developed some 

strength from coding languages such as SQL, JavaScript, and php, to 

cloud technology and most significantly, containerization.  

 

Technology Learning Outcomes 

Completing this project gave me a great understanding and discipline in the 

area of IT administration and security. Some of my weaknesses were 

explored and manifested into strengths because of the enthusiasm this 

experience built in me. Research in cloud technology helped to see the 

importance it holds including benefits. My passion for interacting with 

CLI/shell is something I truly can’t believe. The potentials of Linux as a 

principal tool in virtualization has made me realize how important it is. 

Seeing how a web application interacts with the backend server to spin 

docker containers was a learning curve. Furthermore, being able to learn 

how to write and understand coding languages such as php and JavaScript 

especially when expected. 

  

Personal Outcomes 

This experience provided me the skills and mindset that are required when 

working on projects of this kind. I acquired great reading skills which was 

something I was not passionate about. During the time of the project, I 

engaged myself with several learning platforms that I continue utilizing to 

improve my knowledge in virtualisation and containerization technology 

which are strong areas of IT operations. Also, it helped me develop a 

proactive lifestyle. In my workplace, I noticed great improvement in the way 

I handle tasks (which are around IT administration and Security).  



Also, due to such development (proactive), I am able to complete various 

tasks effectively. A great achievement the process helped me with. 

 

 

 

 

 

 


